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CYBERSECURITY AUDIT SIMULATION LAB
GUIDE
Author: Great Ezenwa | Cybersecurity Analyst

OBJECTIVE
Perform a basic vulnerability assessment of a simulated network environment using Kali Linux
tools (Nmap, Nikto, and Burp Suite).

1. Lab Setup (Safe & Isolated)

Requirements:
• Computer with at least 8 GB RAM
• VirtualBox or VMware • Kali Linux ISO
• Target machine (Metasploitable2 or DVWA) Ensure the network uses a Host-Only
Adapter for isolation.

2. Network Configuration
Check IPs and confirm connectivity:

Sudo netdiscover / ifconfig
ping 192.168.56.128

3. Reconnaissance with Nmap
Run the following scan to identify open ports:

 nmap -sS -sV –p- 192.168.56.128
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4. Web Vulnerability Scan (Nikto)
Nikto analyzes web vulnerabilities such as outdated servers, directory listings, and

XSS.

nikto -h http://192.168.56.128

5. Manual Testing with Burp Suite
Configure your browser proxy to 127.0.0.1:8080 and intercept traffic for
analysis.

6. Reporting and Recommendations
Category Finding Risk Level Recommendation

Ports Open SSH, FTP, HTTP, MySQL High Restrict access or use firewall
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Web Server Directory Listing Enabled Low Disable directory listing

Authentication Weak login forms Medium Enforce strong password policies

7. Ethical and Safety Note

Always perform scans only on systems you own or have explicit permission to
test. This guide is for educational and portfolio purposes only


